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SystemSystem
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IntroductionIntroduction

Problem:Problem:
Maintaining vending machine inventoryMaintaining vending machine inventory

Other forms of communication:Other forms of communication:
ExpensiveExpensive
TimeTime--ConsumingConsuming

Solution:Solution:
Cheaper alternative to vending communicationCheaper alternative to vending communication
Improve maintenance efficiencyImprove maintenance efficiency
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Product FunctionProduct Function

Device reads status information fromDevice reads status information from
vending machine controller (DEX)vending machine controller (DEX)

Device alerts consumer with LCD messageDevice alerts consumer with LCD message
to call a phone system/enter codeto call a phone system/enter code

Consumer receives new code and freeConsumer receives new code and free
beveragebeverage
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RequirementsRequirements

Information Wanted:Information Wanted:
WorstWorst--case: machine needs servicing basedcase: machine needs servicing based
on inventory level of one producton inventory level of one product
NextNext--best: which selections are lowbest: which selections are low
BestBest--case: full inventory levelcase: full inventory level
Location / identification of machineLocation / identification of machine

Unique encrypted codesUnique encrypted codes
Triggers only once until reTriggers only once until re--servicedserviced
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Requirements ContRequirements Cont’’dd

Encryption keys provided toEncryption keys provided to AppolisAppolis
No more than 16 digit codeNo more than 16 digit code
LCD, LED, and keypad placed outsideLCD, LED, and keypad placed outside
machinemachine
Remaining hardware components to fitRemaining hardware components to fit
inside machineinside machine
Client requests C# language for softwareClient requests C# language for software
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Project Flow ChartProject Flow Chart
Data Capture

C
on

su
m

er
Ba

ck
 E

nd
Sy

st
em

Ve
nd

in
g

M
ac

hi
ne DEX sends

info to device

Device
encrypts and

displays
message

User calls and
enters

machine ID
and code

Back end
system

Receives code

Is code
valid?

Notify user of
redemption

code

User enters
redemption

code

Is code valid Trigger free
vend

No

Yes

No

Yes



77

Technical / Design ContentTechnical / Design Content

Peter: DEX CommunicationPeter: DEX Communication

Birendra: EncryptionBirendra: Encryption

Shannon: HardwareShannon: Hardware
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DEXDEX

Serial Communication (RSSerial Communication (RS--232)232)
Using three software handshakesUsing three software handshakes
Cable (schematic below) for transferCable (schematic below) for transfer

Diagram Provided
by Bonusdata.net
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Serial CommunicationSerial Communication

Baud Rate: 9600Baud Rate: 9600

Defining serial port in C#Defining serial port in C#

Wait timesWait times –– testedtested
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DEX informationDEX information

DEX raw data provides the followingDEX raw data provides the following
information:information:

Machine serial numberMachine serial number
Sales summarySales summary

Overall or per productOverall or per product

Money Contained (Coins, Bills)Money Contained (Coins, Bills)
Item sold out dateItem sold out date
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DEX testingDEX testing

11stst: Computer application: Computer application
Transferred to ARM microTransferred to ARM micro
Differences between two:Differences between two:

Timeout on serial readingTimeout on serial reading
DefiningDefining commcomm portsports
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DEX Main Flow ChartDEX Main Flow Chart
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DEX HandshakesDEX Handshakes
MasterMaster
SlaveSlave

Receive HeaderReceive Header –– includes audit dateincludes audit date

ThirdThird
Alternate_answerAlternate_answer functionfunction
Our machine: 27 blocksOur machine: 27 blocks
Compare soldCompare sold--out date to audit dateout date to audit date

Changes variable if matchChanges variable if match
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DEX SummaryDEX Summary
Serial Communication (RSSerial Communication (RS--232)232)
Check status after each vendCheck status after each vend
Trigger beverage vendTrigger beverage vend
Can provide which items are sold outCan provide which items are sold out
Our customer would like the capability toOur customer would like the capability to
provide inventoryprovide inventory

DEX does not directly provide inventoryDEX does not directly provide inventory
Counter reset each time machine filled couldCounter reset each time machine filled could
solve thissolve this
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Encryption/DecryptionEncryption/Decryption

Generating CodeGenerating Code
Sending CodeSending Code
DEX CodeDEX Code
DEX InfoDEX Info
Inventory Status MessageInventory Status Message
Encryption AlgorithmEncryption Algorithm
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Generating the CodeGenerating the Code

•• Information from the vending machine is acquiredInformation from the vending machine is acquired
through DEX Communicationthrough DEX Communication

•• The inventory status is analyzed and the message isThe inventory status is analyzed and the message is
generatedgenerated

•• Message is sent in two stepsMessage is sent in two steps
-- Machine IDMachine ID (10)(10)
-- Encrypted code for the Inventory status         (8)Encrypted code for the Inventory status         (8)

•• ‘‘11’’ is used to notify an inventory emergency.is used to notify an inventory emergency. ‘‘00’’ denotesdenotes
a normal statea normal state

•• If a product is soldIf a product is sold--out, it is assigned aout, it is assigned a ‘‘11’’ and aand a ‘‘00’’
otherwiseotherwise

•• Machine ID is not encryptedMachine ID is not encrypted
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Sending the CodeSending the Code

•• The message, generated after analyzing theThe message, generated after analyzing the
information from the vending machine , isinformation from the vending machine , is
encrypted using Key1encrypted using Key1

•• The customer is displayed a screen with theThe customer is displayed a screen with the
Phone number and the Machine IDPhone number and the Machine ID

•• Then the Encrypted code is displayedThen the Encrypted code is displayed
•• The user sends the encrypted code and receivesThe user sends the encrypted code and receives

a Promo Codea Promo Code
•• After verifying the Promo code, the user gets aAfter verifying the Promo code, the user gets a

free Pop!!free Pop!!
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The DEX CodeThe DEX Code

•• The info used to generate the InventoryThe info used to generate the Inventory
StatusStatus MsgMsg

-- MachineIDMachineID
-- Audit Read DateAudit Read Date
-- Sold out date for each productSold out date for each product
-- Coin box infoCoin box info
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DEX InfoDEX Info

DXS*6150210000*VA*V1/1*1          //MachineID
EA3**181201*1715 //Audit Read Date
PA1*1*25*
PA5*181126*1728*38 //Sold out Date for Product1
PA1*2*25*
PA5*181201*1628*9 //Sold out Date for Product1
PA1*3*25*
PA5*181120*1611*9 //Sold out Date for Product1
PA1*4*25*
PA5*181120*1611*13 //Sold out Date for Product1
PA1*5*25*
PA5*181201*1704*12 //Sold out Date for Product1
PA1*6*25*
PA5*181201*1706*10 //Sold out Date for Product1
PA1*7*25*
PA5*181119*0757*16 //Sold out Date for Product1
MA5*TUBE1**0*0*0*0 //Info about Coin tube
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Inventory Status MessageInventory Status Message

•• The sold out date for each product isThe sold out date for each product is
compared with the Audit Read Datecompared with the Audit Read Date

•• If they are the same, the product isIf they are the same, the product is
considered sold outconsidered sold out

•• The cell in the code representing its statusThe cell in the code representing its status
is set highis set high
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Inventory Status Message (Contd.)Inventory Status Message (Contd.)

•• Machine ID is obtained from the fieldMachine ID is obtained from the field
•• Compare the Audit Read Date and Sold out Date for each productCompare the Audit Read Date and Sold out Date for each product
•• If the two dates are the same, Product is sold outIf the two dates are the same, Product is sold out
•• Check coin info (Not applicable for this machine)Check coin info (Not applicable for this machine)
•• Sample Code generated using the DEX InfoSample Code generated using the DEX Info

Machine IDMachine ID

Code showing Inventory StatusCode showing Inventory Status

Products(1Products(1--7)               Coin/Bills7)               Coin/Bills

00000000112200551166

0000111100001100
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Encryption AlgorithmEncryption Algorithm

EncCode

KEY1

InvCode

InvCode

KEY2

PromoCode

1111111111111100

0000111100001111

0000111100001100

0011001100110011

0000111100001100

1100001111000000

0000111100001111

11 11111111111100

0011001100110011

00 11001111000000

0000111100001100

InvCode

KEY1

EncCode

PromoCode

KEY2

InvCode

VENDING MACHINE APPOLIS

0000111100001100
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Decrypting the MessageDecrypting the Message

MachineID

InvCode

MachineID 0-9                Identify/locate the vending machine

InvCode 0-6 Indicates which products are running low

InvCode 7                  Indicates coin/bill emergency

00000000112200551166

0000111100001100
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HardwareHardware

Development board (iPacDevelopment board (iPac--9302)9302)
Daughter board (LCD2S)Daughter board (LCD2S)
Liquid Crystal Display (LCD)Liquid Crystal Display (LCD)
Keypad (4x3)Keypad (4x3)
Light Emitting Diode (LED)Light Emitting Diode (LED)
EnclosuresEnclosures
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KeypadKeypad

Picture at left courtesy of Grayhill, Inc.Picture at left courtesy of Grayhill, Inc.
Website:Website:
http://lgrws01.grayhill.com/web/imagehttp://lgrws01.grayhill.com/web/image
s/ProductImages/Series%2096%20Stas/ProductImages/Series%2096%20Sta
ndard%20Keypads.pdfndard%20Keypads.pdf
Picture above courtesy of ShannonPicture above courtesy of Shannon
EarleyEarley
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SchematicsSchematics

Daughter Board, LCD, & LEDDaughter Board, LCD, & LED
Keypad, Daughter Board, & DevelopmentKeypad, Daughter Board, & Development
BoardBoard
Power ConnectionsPower Connections
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Daughter Board, LCD, & LED

•Pins align between daughter
board and LCD

•Pins 15 and 16 on LCD
intended for Backlight

•Resistor limits current drawn
by LED
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Keypad, Daughter Board, &
Development board Schematic

10

•Pins 1, 2, and 10 not used
on daughter board header X2
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Power Connections
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PicturesPictures


