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Introduction

Proplen:

x Maintaining| vending, machine inventery

Other forms) o communication:
s Expensive
s [iIme-Consuming

Selution:

Cheaper alternative te) vendingl communication
Impreve maintenance efficiency




Product Function

Device reads status, Infiermatien firem
vending machine controlier (DEX)

Device alerts consumer withr LCD message
10 call a phoene systemy/enter code

Consumer recees new: code and free
Peverage




Requirements

lnformation Wanted:

s \Worst-case: machine needs servicing hased
on Inventoery level of ene preduct

n Next-best: which selections are low
s Best-case: full inventory level
a Location / Identification; of machine

Unigue encrypted codes
Triggers only ence until re-serviced




Reguirements Cont'd

Encryption keys: previded ter Appolis
Normore than 16 digit code

LCD;, LED, and keypad placed’ outside
machine

Remaining hardware conpenents te fit
Inside machine

Client requests C+ language for software




Project Flow Chart
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Technicall / Design Content

Peter: DEX Communication

Birendia: Encryption

Shannon: Hardware




DEX

Serial Communication (RS-232)
USing| three seftware handshakes
Cable (schematic pelew) for transter

Diagram Provided
by Bonusdata.net




Serial Communication

Baud Rate: 9600

Defining serial port in C#

Wait times — tested




DEX information

DEX raw data: provides; the follewing
Infermation;:
= Machine serial number

s Sales summary
Overall er per product

s Money Contained (Coins, Bills)
s [tem sold out date




DEX testing

15t Computer application
Tiransierred: to; ARN micro

Diiferences between twe:
= [imeout oni serial reading
s Defining cemmi ports



DEX Maini Elow: Chart

Master

Handshake
Send “ENQ”

Slave
Handshake
If HENQH

received SUCCES

Third
Handshake

Sleep (500)

If “DLE”
received




DEX Handshakes

\Viaster

Slave
m Receive Header — includes; audit date

Sgllde!

s Alternate_answer function
= Our machine: 27 blocks

s Compare sold-out date te audit date
Chamnges varable Iff matech



DEX Summany.

Serial Communication (RS-2352)
Check status after each vend
Frgger beverage venae

Can previde WhIch Items; are so

Our customer would like the' ca
provide InVERton

dl out

ARty 10

s DEX dees not directly provide inventory.

= Counter reset each time machine
solve this

filledl could




Encryption/Decryption

Generating Code

Sending Code

DEX Code

DEX Infe

Inventory: Status lViessage
Encrypltion Algerthm




Generating the Code

Infermatien freom the Vending machine Is acquired
thAreugh DEX Communication

The inventory status Is analyzed and the message IS
generated

Message! Is;sent In; two) steps
- Machine ID (R0))
- Encrypted code for the Inventory: status ()

1"Is used to notify ani inventery emergency. 0" denotes
a normal state

If*a preduct Is seld-out, 1t 1s assigned a ‘1" and a 0
othenwise

Machine 1D is net encrypted




Sending the Code

he message, generated after analyzing the
Infermation frem the vending machine , Is
encrypted using Keyd

T
P

T

T
cl

1e custemer Is displayed a screen with the
gone Aumber and the Viachine 1D

nen the Encrypted code Is displayed

1e user sends the encrypted code and receives
Promo Code

After verifiying the Promercode, the user gets a
free Popl!




The DEX Code

Fhe infie used te generate the Inventory,
Status Visg

Machineld

Aldit Read Date

Seld out date: fior each preduct
Coin bex Info




DEX Info

DXS*6150210000*VA*V1/1*1
EA3**181201*1715
PA1*1*25*
PA5*181126*1728*38
PA1*2*25*
PA5*181201*1628*9
PA1*3*25*
PA5*181120*1611*9
PA1*4*25*
PA5*181120*1611*13
PA1*5*25*
PA5*181201*1704*12
PA1*6*25*
PA5*181201*1706*10
PA1*7*25*
PA5*181119*0/57*16
MAS*TUBE1**0*0*0*0

//MachinelD
//Audit Read Date

//Sold out Date for Productl

//Sold out Date for Productl

//Sold out Date for Productl

//Sold out Date for Productl

//Sold out Date for Productl

//Sold out Date for Productl

//Sold out Date for Productl
//Info about Coin tube




Inventory: status Message

he sold out aate fierr each preduct Is
compareawith the Audit:Read Date

[ they are the same, the preduct Is
considered sold' out

The cell in the code representing Its status
IS Set high




Inventory Status Message (Contd.)

Machine ID:Is) ebtained from: the field

Compare the Audit Read Date and Seld eut Date: for each product
[T the two dates are the same; Preduct IS sold out

Check coinlinfer (Net applicakle for this machine)

Sample Code generated using the DEX Iniie

Machine 1D 6/1|5(0

Coede shewing Inventory: Status 0(1/0|0

Products(1-7) Coin/Bills




Encryption Algernthm

VENDING MACHINE APPOLIS

InvCode EncCode

KEY1 > KEY1

EncCode InvCode

PromoCode InvCode

KEY?2 <i KEY?2

InvCode PromoCode




Decrypting the Message

MachinelD

InvCode

MachinelD

InvCode

InvCode

2

0

0

0

0

0

0

|dentify/locate the vending machine

Indicates which products are running low

Indicates coin/bill emergency




Hardware

Development heard (IPac-2802)
Daughter hoard (LCD2S)

Liguid Crystal Display: (LCD)
Keypad (4%3)

Light Emitting Diede (LLED)
Enclosures
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Picture above courtesy ofi Shannon
Earley

TERMINAL LOCATION




Schematics

Daughter Board, LCD, & LLED

Keypad, Daughter Beard, & Development
Beard

Power Connections




Daughter Board LCD, & LED

Red LED

150Q
Resistor

Back of 20x4
LCD

*Pins align between daughter
board and LCD

*Pins 15 and 16 on LCD
intended for Backlight

9~ eResistor limits current drawn
pt by LED
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Keypad, Daughter Board, &
Development board Schematic

Header 2 on
development bhoard iPac-94302

P oo *Pins 1, 2, and 10 not used
GMD et
r
o on daughter board header X2
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Power Connections

Coin Changer Interface
(P7)

18 17 16 15 14 13 12 11 10

9 8 7 6 5 4 3 2 1

GND | 5V

4 3 2 1

GND | 5V

Alternate Power
Connector HDR4 on
Development Board
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